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Why?

I The NSA has been constantly and systematically refusing to provide
details about their design decisions and parameter choices

I After facing strong opposition in ISO, they released ePrint 2017/560,
which claims to be a design rationale

I Even in light of ePrint 2017/560, many questions remain open

I https://youtu.be/3d-xruyR89g
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Figure: NSA’s response to technical comments
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Why?

I This is not about politics
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Why?

I Third party analysis does not support the claim that the ciphers are
secure
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Figure: From the so-called design rationale
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Why?

I The NSA’s behavior around this has been very strange and aggressive

Tomer Ashur, Atul Luykx, and many others How we avoided a second Dual EC DRBG fiasco



To conclude

I It doesn’t matter if we think the ciphers are secure, or if a backdoor
exists. There is so much doubt and uncertainty around these ciphers
that including them would simply undermine ISO’s reputation.
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